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Scope Note 

The Offa.--e of Intelligence and An,1lyr,is of che Dep~tninent of Homeland Security pre:,ems Lhe 2025 

Homeland Th.real .'\,',Sessmenr, ·which. provicks insigbr.s from across rbe Depari:me.m: and. od1er 
h01i1eland security stakeholders w identify che most direct, pressing threats to our Homeland during 

rhe-next fiscal year (FY). Thfa As.st:ssmenr organize& evolving threats co homeland security :mis$ions 

ari~h1g from the dynaml.c renorlst ti1r(:at, rhe i:n<:rea'ilng cornpl.exitks straining the hnmigndon 
sysLem, rransnarional orga11ized crime. proliferating cyber rur.e,its, <1nd geopolitical strategic 
c:ompet1.t1on into four sectionf>: Public Safrty and Seuaity, Border and Immigration Securiry. Critical 

.lnfrast:n1crme Sec1.rdq:, a.nd Economic Securhy. This Asses~ment enlploys a cradidonal :l.nrelligence 
as'lessmeot format in whicb summary a.ssessmenr paragraphs are followed by buUecs with additlonal 
derails chac underpin the assessment. 

We note 1 har many of the threat ;,c:wrs and effons addressed :in chis Assessmt'nt appear 1n mulrlple 

sections as rhey cut across mission areas and interacr in complex and, at times, reinforcing vvay&. 

·nnoughont this Assessrnent, we also examine enduring issues, sucl.1 a.s rhe development: and proliforar.ion 
of new technologies and c:limace change, 'Nhid.1 invo}ve various m.ission areJ.s and impact multiple 

threats. Definitions for terms and addicional conte-xtual notes are indud0.d at the end of chi!> document . 

.Executive Summarv , 
The 1-Iomtland faces a complex ;,et of threats to our public. :safecy, border security. c:rirical 

info1sr.n1c:tu.te, and economy from violent exx:remisi:s, transnational criminal organizations (TCOs), 
adversariill nut:iou•states. and malicious cyber ,:1ctors. These threats. while varied in ;,cope and 

i.nren.ded purpose, a[ time$ conipoun.ci one anc.>ther in unex.pecti:>..d ways, harming our communities 
.ind generating costly disruptions r.o c.be US economy. Meanv1:b1le, redrnologka.l advances, climate 

change, and nannal di&as{ers have the potential to ex?.cerbate' many of the afore.mentioned threats. 

PUBLIC SAFETY A.ND SECURITY: Over the ne:xr. year, the terrorism dneat environrnem in r.he 

Homeland will remain high. \Ve arc> p.udcularly concerned about a coniluence of factors this year, 

includi.ng viotem c·tr.remisr responses to domestic sociopolitical developmem~-•-·especiaHy the 2024 
elecdon cyde-and inrernationil.l evenrs that d.omes[ic and foreign ,•·iolent exrremiscs likely will use 

to justify or encounge aaac.ke, in the Hornela.nd. Lo.oe offenders and small groups cominue w po5e 
1he greaLesc rhreat of carrying out anacks with iitrle to no ·wnning, M.eanwhHe, fc'>reign rerto:r1st 

organizar:ions (.FTOs) and d1eir supporters \".''iH rnainrain i:heir enduring intent w conduct or :inspire 
attacks in cht~ Homeland. 

ln ackHtion, the prncl.ucti,m, trafficking, and sale o[ illegal drugs by rransnacional and domestic csiminal 

acwrs \•Vill cominue to pose the most led1al threac r.o communities in the lJniced States. femmyl a . .ncl 
mher synthetic opioids remain rhe most lethal of drugs trafficked into 1he comury, bnt small il1ueases 

in l.Werdos~:s linked to coca:lne J.nd 1n~:tharnphetaml.ne highlight Lb~: danger from oth<.~r drug cypts. 
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We expec:t the Homeland also IA-ill fJ..C,.e thrca.ti, to public safety from st«te actors using subversive 
t.1ctics in. an effort ro influe11ce and divide ihe American public and undermine confidence .ii1 our 
insritucions. Many of chese a.crors------· .. in panicul.ar, the Pe~)ple's R~:pubhc of Chi.na (PRC}--------aL<;o carger 
etrulic.: and religious minoritie:.. politic.al dissidems, and journalists iu t.be United State~ to silence and. 
h~.rass critical \'Oices, violating our sovere'igmy and rhe rule of lavv. 

Tbe 10.?.-¼ election cycle wilJ be an ,mra.u:ive target for many a.d.v~:rs,tri~:s. Some domestic: violem 

e::xcremisrs (DVEs) ffkdy view ft wide range of targets indirectly and directly J.ssociated with 
elec.riom as vi.abk targets for vio.lence with. the mtent of insti . .lling fear among vort~rs, c.andidaces, 
and election workers, as well as disrupring elecr.ion proc1::ss€'s leading up to and afrer the November 
election. Na,ion-:state-aUgned foreign malign influence actors almost c:enainly will corn:inue w ~arget 
<lemocradc processes with the JJl1ls of affectin.g US •mrer preferences. exac.erba.nng social rem.ions. 
an.<l undermi.ning confide11c-e in ou.r dem1:icratic institutions and the i:otegrity of the electoral process. 

BORDER AND IMMIGRATION SECURITY: Migram enco'lrnters at: our bor<kr have decl.i:n.e.d ov1::r 
the last year, but mignrnts are still arriving in high numbers, cornplkadng border and immigrntion 
sec-Hrity. As overall encounters have declined, so coo 1u.ve encoume.rs whh inclividuaJs in the Terrori$t 
Screening Dat~-Set, also kno•.v11 as the. "terrorism watchlist.'' which includes individuals assocLued 
vvith information indicating rhey may be directly engaged in or supporting terrorist act.iviti.es as ',..vell 
as known associates of war.dllisted individuals, suc.h as famHy members. For scwr,.1 }'ears prior to 
1:hi.s year's d(.'(1ine, 1:errorism v\·atchiisi: encmrnters had lncre:i.sed., a. trend tonsi$tenr with the ol-'erall 
increase in i:nigram encounters a, chf:' scmthwe-st border. 

CRITICAL INFRASTRUCTURE SECURITY: Domesdc and. foreign adversaries almost certainly will 
continue to threat.en i:be integrity of our c.:rlUca1 infrastr\J,'.f!.lH:.· with disruptive and destructive cyber 
and physical attach, in part, be.cau:;;e the}' perceive targeting these sectors will have c:ai,cading impacts 
on US i.ndu::,tries and. our s1andard ofll.vlng. The PRC, Ru~s.i.a, and Iran ·will remain the mo,;t pressing 
foreign threa.cs co our c:ritlcal lnfn1st.ruct ure. Mose concerningly, ·,ve c~xpecr the PRC t.o comhme Hs 
d1orts to pre-position. on US networks for pott":ntial cyber artacks in the evem of a conflict with the 
United States. Nati.on .. states, {Timi.n..al h;,,.cktlYisrs, and financially motiva.ted criminals wil1 hkel.y 
horie their techniques to disrupt DS services or co conduct e;,pionage focused on gaining access to 
US necworkr,; including critical infrasctti(,[ure emitie5. We a.sse!>s d1at don:1estic and fore-ign violent 

exn1::mi.sts wil.l continue: 1.0 call for physical ,t1:uc.b~ on critical infrastrucrure in furtherance of thei.:r 
i.deologiNl goals and, ,H times, io. :response to inte.rna.dona.1 c:on.fll.<.:[S a.nd crises. 

ECONOMIC SECURITY: Mulriface,ed and diverse economic. rhreats·----prima.rlly from 1he PRC-------will 

Hke:ly continue w harm US producen, and consumers and degra<k the compeririV'eness and future 
hea.h:b of US companie& and hidu5tries_ T11e PRC likely will r.ernain our greatest cco11omic securicy 
due;it because of its aggressive use of anticompetitive. coercive policies a11d theft of US inttllectual 
propen:y, 1echoology. and trade secrers. lasrly, we ex.peer our supply c.hains will remain vulnerable to 

for;;l.gn ma.nipularion abroad, which cm~1d h,;rm global p-roductlvity and consumer demand. 
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PUBLIC SAFETY AND SECURITY 

Overview; Witfiin Wis section, we examine lethal tnreats to the Homeland from terrorisrri an<t 
l!!egal drug.st and national security threats from nation-state efforts to maltgnfy influence US 
audiences and suppress critical voices. 

Over the next year, domestic and foreign violent extremist actors, the harmful effects of illegal drugs, 
and adversarial states seeking to exacerbate our divisions as well. as silence criticism from diaspora 
commur.ltles wilt pose a ttweat to public safety and security in the Homeland. Speclflcany, we expect 
the terrorism threat environment in the United States over the next year wiil remain high due to a 
confluence of factors. These factors include violent extremist responses to domestic sociopofitica! 
developments and the 2024 election cycle, the enduring intent of FTOs to conduct or inspire 
attacks in the Homeland. and the galvanfzing effect that successtuf terrorist attacks abroad and 
the ongoing conflict in the Middle East have had on a range of violent actors . .u Despite the lethal 
and destabilizing threat terrorism poses to our country, the production, trafficking) and safe of i!iegal 
drugs by transnational and domesHc criminal actors remain the most lethal and persistent threats 
to US communities. Concurrently, adversarial states are intent on sowing distrust In our inst1tutlons1 
as weH as confusion and cjiv1sion in our" communities, through their malign influence carnpaigns, witt1 
some actors seeking to boost these efforts during the 2024 election cycle. These state actors also 
viofate our ru1e of iaw and Undermine freedom of speec!1 in their efforts to suppress dissidents Hvlng 
1n tt1e United States. (For more Information on threats to the 2024 us erectron cycle, see page 10.) 

REL0002175011.0002 
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Terrorism 

LooKlng into 2025, tile threat of vioience from US-based violent extremists-including DVEs who 
are motivated by various ideologies and FTC-inspired homegrown violent extremists (HVEs)-wi!! 
remain high."1•

4 The threat will continue to be characterized primarily by lone offenders or smail 
cells motivated to violence by a combination of racial, reifgfous, gender, or antf .. government 
grievances; conspiracy theories; and personalized factors.56 We partjcularly are concerned about 
the likelihood of violence motivated ny developing domestic and global events. including the 2024 
eiection cycle and the ongoing lsraei-HAMAS conflict. A number of violent extremists embrace 
rnulUple, sometimes competing motivations, challenging our ability to identify their potential 
targets ln advance because thelr pre-attack statements onllne are often unrelated or or.!y loosely 
related to the targets they ultimately choose. 

• Between Septernt)er 2023 and July 2024, DVEs driven by various anti-,governrnent racial, 
or gen<jer-related motivations have conducted at least four attacks ln the Homeland, one of 
wt1ict1 resultE~d ln a deatti.7 us law enforcement (lisrupted at least seven a<1dltional DVE plots. 
Two HVE attacks, partially motivated kiy Hie !srael-HAMAS conflict. also occurred during tt1ls 
tirnefrarne, and law enforcernent disruptec1 at least t11ree other HVE plots. 

• Over the last year, DVE efforts have focused on a range of targets, including ethnic and religious 
minorities, government officials, and icjeologicai opponents, while HVEs have mostly targeted 
faitrH>ased organizations. Some of these incidents focused on less secure targets, lil,e t1ouses 
of worst1ip, a store, and a un1verslty. DVEs motivated t)y various fdeologfes have a1so used 
online messaging to increasingly promote the swatting anc1 doxxing of fdeological opponents, 
including put)Hc anc1 private officials at their residences.s OU1er DVE-relate<J violent rnreats have 
targeted court officers associated with divisive sociopolitical cases; migrants and government 
officials Hnke<J to immigration grievances; and Jewist1, Muslirn, and Arab comrnun,t..ies, partly in 
response to the lsrael-HAMAS conflict. 

• DVEs and HVE.s wi!I continue to be influenced by sociopolitical drivers emphasized in poputar 
dlscourse, particularly those related to current events, wnich are used to amplify existing 
narratives and justify violence. HAMAS's terrorist attack against Israel on 7 October 2023 
and the subsequent conflict between Israel and HAMAS and its reglonal allies have spurred 
violent extremists across the ideologica! spectrum to promote attacks against Jewish, Mu.slim, 
01ristian, and Arab communities rn the United States. These events wili likely be referencecJ in 
FfOs' official and unofflciai messaging and contribute to Hie radicaHzation and mobilization of 
US-base-d indivtctuals to violence into at teast 2025.9 

REL0002175011.0002 
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Targeted \liolenoe 

In contrast to DVE and HYE attacks, most mass casualty attacks in the Homeland 
over the last year were not motivated by an ideology, but were rather associated witt1 
suspected or confirmed mental illness or di-iven by relationship grievances; t1owever, 
these factors alone are not diagnostic indicators ot likely violence.'-0 Over the last 
year, at least eigl)t mass casualty attacks primarily motivated by reasons other than 
an ideology have occurred in tt1e Unrted States, kiHrng at least 38 and injuring 68 
individuals acting alone conducted most of tt1ese attacks whtle uslng fireanns and 
targeting commercial and education facilities. At least one of these attackers cited tile 
1999 Columbine Schoof shootfng as inspiration, suggesting that tragic incident will 
continue inspiring threat actors in the years to come 

FTOs, like 1SIS ancl al-Qa'ida, maintain the enduring intent to conduct or inspire attacks in t!1e 
Homeland and have leveraged the conflict in the Middle f.ast to reaffirrn this intent. n1ese 
organlzations maintain wor!dwiae networhs of supporters trial could target the Homeland. FTO 
media outlets promote violent rhetoric intended to lnspire US persons to mobilize to violence, while 
foreign terrorists continue engaging online supporte(s to soticft funds: create and st,are media: and 
encourage followers to attach the Homeland, US interests, and wl1at t!1ey perceive as trie West. 
AddiHonaHy, individuals with terrorism connections are interested ln using established travel routes 
and perceived permissive environments to faciiitate their access to Hie United States. (For more 
rnformation on terrorist watchlfst encounters at tne us border, see page 15.) Among state 
actors, we expect !ran to remain the primary sponsor of terrorism and continue its efforts to advance 
µfots against individuals-including current and former US officials-in the United States. 

,. Follovving ISIS's loss of territorial control in the Middle East in 201.9 and three of its most senior 
ieadets in 2022, lSIS's branches have taken a greater role in conducting operations on behatf 
of ttle group. ISIS-Khornsan (JSIS~K)-lSIS's regional branch in Afghanistan and Pakistan-has 
been increasingty active outside of Afghanistan tt1is year and will rikely try to capitalize on its 
notable 2024 attacks in ,Iran and Russia to recruit 'followers in the Homeland and tile West, 
as well as Inspire individuals to mobilize to violence. These attacl\s, which killed more than 95 
and 140 people, respectively, vvere the Hrst roajor attacks conducted outside of the group's 
traditional operating area in several years, and were the most recent examples of ISIS-K's 
successful recruitment of Central Asim1 supporters for attacks abroad. !SIS-K's on line media, 
particutany its muttillnguar Voice of Khurasan magazine, continues to emphasize the group's 
lntent to reach global audiences and galvanize supporters among Centrar Asian cornmunitres. 
including diaspora populations in other countries. !SIS online media groups have also used 
the Israel-HAM AS conflict to encourage attacks against the West and Jewis11 and Christian 
communities1 and !SIS media outlets ti.ave cap1tali2.ed on recent attacks in Europe to inspire 
more vioient action. 
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Al-Qa'ida remains committed to striking the Homeland and has reinvigorated 1ts outreach 
to Western audiences. In December 2023, al-Qa'ida's affiliate ln Yemen released its first 
Inspire-branded video and the first Inspire;: publication since 2021, wt1ich encouraged 
attacks against civil aviation and prominent individuals, urged retaliation against tl1e West 
for supporting Israel, and provided bomb-making instructions. Al-Qa'ida has also been 
rnspircd by tne HAM AS attack against Israel and directed its supporters to conduct attacks 
against the Homeland, Jewish targets, and lsraei. 

.. !rnn maintalns its intent to kfl! US government officials it deems responsible for the 2020 deattl 
of its Islamic Revolutionary Guards Corps (IRGC}~Qods Force Commander and designated foreign 
terrorist Qassem Soleimani. In August 2024, a Pakistani national with ties to Iran was indicted 
for a planned assassination of US government officials. In June 2023, the US Depart.rnent of tile 
Treasury designated six !RGC members for tneir role Jn assassination piots targeting torrner US 
government oH!clals. duaf US and lranlan nationals, and Iranian dissidents. 
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Chemical, Biological, Radiological, and Nuclear {CBRN) 
Threats To Endure 

We expect predominantly aspirat.ionat and rudimentary interest in C8RN attacks w111 
continue in 2025. Among foreign and domestic threat actors, we assess that DVEs and 
criminals will remain the most likely perpetrators of deliberate CBRN-re!ated attacks. 
Over tr,e last year, there were 18 known deliberate chemical- or biological-refated 
lricidents in the Homeland, four of which were linked to poHtical or ideological motives 
vvhne the rest were criminal in nature. Ali of the incidents employed simple methods, 
and one incident caused at least one death. Two of the 18 fncidents involved the alleged 
use of ricin, w!'IHe 14 of the incidents emptoyed easHy obtainable chemicals-tncluding 
a range of pesticides, chtorlrie, bear spray, and other chemicat irritants. Fentanyl was 
weaponized in two instances. Foreign and domestic threat actors maintain aspirational 
interest in radiological and nuclear attacks, but these attacks temain unlikely. 

We expect threat actors wlll continue to explore emerging and advanced technolog,ies 
to aicl their efforts ln developing and carrying out chemical and biological attacks. 
Over the last yeari foreign and domestic extremists onnne expressed interest in using 
DNA modification to develop blologica! weapons to target specific groups. We remain 
concerned atJout the potential exploitati'on of advances 1n artfficial intelligence (Al) 
and machine learning to proHferate knowledge that supports the development of novel 
chemical or biological agents. (For more information on Al and threat actors, see pages 
26-27.) Suet, advances could be exploited by state anct state~sponsored adversaries, 
but the necessary expertise for such exploitation most like!y exceeds tllat of most 
non state actors. we also remain concerned about the potential for ttireat actors to use 
unmanned aircraft systems (UAS} 1n chemical or biological attacks due to the continued 
advancement of UAS tecf1nology and tt1e growlrig availability of UAS. 

REL0002175011.0002 
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Illegal Drugs 

We expect illegal drugs smuggled into and sold in me United States wW continue to Kill more 
Americans than any other harmful security threat. Drug consumption kills tens of thousands of 
Americans each year, although drug overdoses tracked by tl1e Centers for Disease Control and 
Prevention declined in 2023 for the first time since 2018. While fentany! seizure volumes are 
significantly below those of meU1amphetamine and cocaine, fentany! remains a top concern due 
to its potency, !ethality, anct ava!lability.11 Fentanyl seizures nave declined tnis yesr from record 
higl1 seizures in FY 2023. but still remain elevated. OHS still seizecl enough fentanyf to kill the 
entire American population many times over. Criminal actors and criminal drug manufacturers are 
responding to increased US and partner naUon efforts targeting the precursor chemicals needed 
for fentanyl prod1Jction by modifying existing chemicals and substittJting different chemicals in 
their drug compositions. Criminals also are adapting their smuggling methods to cJrcunwent US 
customs regulations aimed at blocking tt1e import of these chemicais and drug manufacturing 
equipment into the United States. US Customs and Border Protection (CBP) in FY 2024 
year-to-date has also seized more methamphetamine at the US-Mexico border than in all of FY 
2023. and we notecl sma!l lncreases in overdoses related to both cocaine and rnethamphr:itamlne. 

• We expect US-l)otmd fentanyl srnuggnng and seizures to remain t1igh into 2025 as 
Mexico-based TCOs see!\ to rneet user deman<:l and the drug rernalns profitable. So far 
into FY 2024, CBP and US Immigration and Customs Enforcement OCE) Homeland Securn:y 
Investigations (HSI) seizures of fentanyi and pill presses·-wl1ich trnffickers use to make toxic 
drug mixtures that often rnclude fent.anyt-.. ·•have dec!ine<1 compared to 2023, but still remain 
elevated. !n the first 10 montr1s of FY 2024, DHS seized over 27,000 pouncls of fentanyl, 
compared to the over 43,000 pounds seized in 2023, a decline of nearly 40 percent. In this 
same tirnefrarne, DHS seized 2,200 pill presses bOlmd for the Unite(1 States, down from 
tt1e 3,600 pill presses seized ,n 2023. We note that seizure totals alone are not necessarily 
reflective of chug flow volumes. 

• The Sinaloa Cartel and New Generation JaHsco Cartel, tv1a iarge Mexico-based TCOs, remain the 
primary smugglers of fentanyt, methamphetamine. cocaine, and t1eroin into ttle United StatesP 
These TCOs and others almost certainty will continue to rely on their vast illicit networks to obtain 
ctiemicals and finished drugs for the il!lctt US clrug market (for more information on TCO 
exploitation of Ute US border, see page 16.) Primarily US·t}asect traffickers are also increasingly 
augmenting their fentanyl-related proc1uc:ts with acjclitrves. suct1 as xylazine, and tent.any! 
alt(~rnatives, such as nitazenes-t)oth of wt1ict1 arn sourced frorn China-l)asec1 firms. Nitazene can 
be 10 times more potent than fentanyl alone. n1ese ac1dict,ve, inexpensive fentanyl cornblnat.lons 
amJ a!ternatives increasingly contribute to overdoses in the Homeland. 
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• China-based companies that supply chemical precursors and pH! pressing equipment, and the 
drug traffickers t11at seek to acqu1re these drug supplies, continue to adapt and use altornative 
routes and chemical compounds to mitigate increased US and third-country law enforcement 
efforts targeting the sare and import of these items. For example, this year, China shut down 
25 companies selling fe11tany1 precursors and sent a warning to its pharmaceutlcaf rndustry, 
which prompted suppliers to c11ange tactics, such as modifying customs lane ling on packages 
to avoid scrutiny. In 2024. traffickers increasingly used Soutl1 Korea as an alternative transit 
point en route to Mexico or the Uniteti States in an attempt to obscure the origins of pill 
pressing equipment and evade law enforcement interdictions. 

• 1n fY 2024, CBP serzures of methamphetamine t1ave surpassed amounts seized in FY 2023, 
and we expect this wili continue into the next year. Meanwhile, cocatne seizures remain 
higll relative to other drugs but below totals for FY 2023. Drug traffickers will continue to 
produce and smuggle these drugs to meet sustained US consumer demand as long as H1ey 
remain lucrative for TC0s. In contrast to overall overdose numbers, overdoses linked to 
methamphetamine and cocaine increased about 4 percent 1n 2023, in part due to consumer 
co"use of these drugs witll fentanyl. In 2025, we expect that drug traffickers will continue to 
adulterate cocaine and rnethamphetmnine to make them more potent and addictive. 

CSP Border Seizures of Fentanyl, Methamphetamine, Cocaine, and Heroin fY 2020-2024 
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Nation--States: Influence Operations and Transnational 
Repression 

We expect state actors will continue to pose a host of threats to the Homeland and public safety. 
Specifica!fy, China, Iran, and Russia will use a blend of subversive, undeclared, criminal, and 
coercive tactics to seek new opportuniUes to undermine confidence in us democratic rnstitutions 
and dornestic social cohesion. Advances 1n At lfkely will enable foreign adversaries to increase 
the output, 'timeliness, and perceived autt1enticity of their mis-, dis-, and ma!information designe(l 
to influence US audiences while conceaHng or distorting the origin of the content.'-3 (For mote 
information on the use of At by threat actors, see pages 26-27; for more on influence operations 
;1gainst the 2024 US election cycle, see pages 10-.11./' 4 

• Russla likely will continue to use traditional state-sponsored media, lnauthcntlc websites, 
social media networks. online bots, troHs, and individuals to amplify pro-Kremlin narratives and 
conduct information operations targeting the United States. For example, over the past year, 
Russian influence actors have amplified stories regarding US migration flows to stoke discord tn 
the United States. One Russian malign influence campa1gn used generative Al to create current 
event news articles on tnauthentic websites designed to appear as recognizable Western and 
US-based media outlets.•~ 

• Since lts 2:022 iiwaslon of Ukraine, Russia's information operations have focused on Justrfying 
its actions and seeking to reduce US domestic and Western support for Kyiv. !n support of 
these efforts, Moscow ls also leveraging "influence-for-hire" firms-allegedly independent. 
nongovernment-tinked entities-likely to reach targer US audiences and bolster operational 
security by concealing Moscovis ties with these firms' promotion of pro-Kremlin narratives, 

• !ran is becoming increasingly aggressive in its foreign influence efforts, seeking to stoke discmd 
and undermine confidence in our democratic rnsUtutions. Over the last year, Iranian infonnat1on 
operations !-iave focused on weaken1ng US public support 'for 1srneJ and Israel's response to 
the 7 October 2023 HAMAS terrorist attack. These efforts have inciuded leveraging ongoing 
protests regarding the conflict posing as activists on line, and encouraging protests. Prior to 
the 2020 US presidential election, Iran also attempted to amplify divisive narratives to incite 
vioience, influence the US electorate, and degrade trust in the erectoral process. 

• The PRC largely focuses its influence operations on (Jiscre<jiting the US government and 
enl'lanc1ng Beijing's global standing, To thfs end, 1t is lrnproving its at)iilty to develop, taHor, an<j 
disseminate disinformation using increasingly sophisticated tactics and tecrmologies, including 
AL For exam pie, Al t1as enabled Beijing to improve ttle auU1entlcity of social media accounts 
used in disinforrnation camf}aigns. nie PRC is also conducting information operations targeting 
US disaster response operations, wnich could irnpact recovery activities anc1 place emergency 
management personnel. facilities. anct survivors at risk. PRC ctisinformation campaigns that 
seek to exploit us {Hsasters, as wnen it blamed tt1e Hawaii wildfires on us military activity, may 
also recjuce trust in US institut:ons anc1 officials an(1 <J!ssuade survrvors frorn pursuing fe<Jeral 
recovery response and support (For more information on the PRC's disinformation efforts. see 
pages 11 and 26.j 
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\J.S. Oeoar,,mmt of Hocn1J)a:i<l Sec LIi lly 

Nation-states atso continue to engage in transnational repression activity targeting ethnic and 
religious minorities, politlcar <jissi<.lents, ano journaHsts in the United St.ates.1t, We expect China 
anct Iran to retnain tt1e foremost transnational repression threats in the United States. 

• The PRC continues its efforts to control and silence dissent and criticism abroad of the 
Chmese Co!Tlmunist Party and its General Secretary, Xi Jinping. In March 2024, the Department of 
Justrce (DOJ) indicted seven China-based Chinese nationals for their involvement in a PRC-bacKed 
criminal hacking group targeting US~based critics, businesses, and political officials with rnalicious 
cyber operations intended to intimidate and silence dissidents ana steal from their businesses. 
This gro1Jp has been active for approximately 14 years, demonstrating the PRC's. commitment to 
monitoring and targeting US and foreign critics and bolstering our contictence that the PRC wlff 
contrnue to pursue perceived enemies !n tt1e Homeland . 

.. Iran almost certainly will continue to target US-based Iranian dissidents because !ran vrews 
thetr anti-regime activities as an existential threat. In U1e past several years, lran l1as used 
us persons. lranian diaspora members, and third-country r.ationats to survell, harass, 
and intimidate regime dissldents. lran's use of violence-to incfude murder-against US--based 
regime opponents since ttie early days of the tranian Revolution, and the regime's global 
persecution of opponents, strengthens our assessment that it will continue to pursue 
dissidents in the Homeland. 

REL0002175011.0002 



DHS-001-00825-000125

DHS-001-00825-000125

Threat Actors likely To Focus on 2024 Election Cycle 

Our electoral processes are an attractive target for threat actors, and 'Ne expect many 
will seek to influence the 2024 elect,on cycle, white some others may seek to access or 
lnterfere with election systems. Whtie law enforcement is still investigating the motives 
behlne! the apparent assassination attempts on a former US President, these incidents 
high!lgt1t the magnitucJe of the threat surrounding tt1e election cycle. Some DVEs, 
particularly those motivated by anti.government or partisan issues, will ltkely view a wide 
range of targets indirectly and directly associated with elections as viable targets for 
violence with the intent of instllllng fear among voters, candidates, and election workers, 
as well as disrupting election processes leading up to and after the November election. 
Foreign malign influence actors almost certainly WIil target democratic processes 
across federal, state, ancl local governments, aiming to affect US voter preferences, 
exacerbate social tensions, and undermine confidence in our democratic institutions 
and processes, including electlon operations. Separately, foreign state-affifiated cyber 
actors ancl cyber criminals aimost certainty view network infrastructure that supports 
US elections as attractive targets. There is no reporttng, however, to suggest that foreign 
adversary targeting of such systems has ever prevented an eligible voter from casting a 
ballot, compromised tt1e integrity of any ballots cast, or disrupted the ability to tabulate 
votes or transmit election results in a timely manner. 

" We expect DVEs will pose the rnost significant physical tt1reat to government officlals, 
voters, an<:l elections .. related personnel and infrastructure, including polling places, 
ballot drop box locations, voter registration sites, campaign events, political party 
offices, and vote counting sites. In particular, antf .. governrnent or anti--autt1ority DVEs, 
many of whorn li!,ely will be inspired tly partisan policy grievances or conspiracy 
tt1eortes, will pose tt1e rnost significant threat. We t1ave also recently otiservecl 
a rise in <1isruptive tactics targeting elect.ion officiais arHj offices---like tnose 
otiserved in past election cycles---including hoax t)omb ttireats, swatting, ctoxxing, 
an(i mailing white powcjer letters, intended to instill fear ancj cjisrupt campaign 
and election operations. We remain concerned that the use of tt1ese tactics will 
increase particularly as we approacl1 Election Day, with the intent of disrupting voting 
and ballot Gounting processes. Some DVEs could also react violently st1oulcl their 
preferred candidate lose, or they could seek to exploit possible civil unrest if triere 
are perceptions of election fraud. 

• Online users in forums frequented by some DVEs have increasingly called for violence 
linked to the 2024 election cycle anc.l seek to promote violence in response to 
politically and socially divrslve topics, like immigration, abortion rights, and LGSTQIA+ 
issues or significant current events, We expect DVEs will continue to rely on these 
issues to justify vio!ence and promote their causes into the coming year. 

• • -, .. . 
. 
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.. As the election approaches, we expect foreign malign influence actors to increase 
their overt and covert use of media outlets, tietworks of inauthentic social media 
accounts, and agents of influence to launder and spread tl1eir preferrecJ narratives 
and further thelr election-related goals. We are beginning to see Russia target 
specific voter demographics, promote divisive narratives, and denigrate specific 
politicians. Russia seeks to shape eiectoral outcomes, undermine electoral integrity, 
and ampiify domestic divisions, while using a vartety of approaches to bolster its 
messaging and iend an air of autl7enticity to its efforts. Iran, meanwhile, perceives 
this year's elections as particularly consequential for tt$ own national security 
interests, and we have observed increasingly aggressive Iranian activity during this 
election cycle, specifically involving influence operations targeting the Amertcan 
public and cyber operations targeting presidential campaigns. Iran, the PRC, and 
Russia have also increasingly used generative Al to create more believable text, 
inauthentic synthetlc audio, and video that may enhance their abHlty to reach 
US auc.lienoos while hidingtheir origins.17 

" US election infrastructure-fncluding voter registration databases and associated 
information tecllnclogy {lT) 1nfrastructure and systems-may be targeted by a broad 
swath of opportunistic malicious cyber actors. These critical elections components 
and systems typically hold sensitive personally identifiable information of US persons, 
much of wl1ich may also be publicly or commercially available. that could be used 
to facilitate follow-on foreign tnalign influence campaigns or ot11er il!lcit activity. 
Financially motivated cyt)er criminals may penetrate and steal information from tl1ese 
systems to sell online or use the information obtained for other illicit or criminal 
purposes like fraud, scams, or additional cyber operations. Malicious cyber actors 
are also likely to employ election-themed spear-phishing-targeted ptllshing-and 
srnishing-phist1ing using text messages-against individuals like election workers, 
political party and campaign staff and volunteers, and state and local government 
employees to gatn access to networks of interest, including election-related targets, 
to collect intelligence or other sensitive information-1'8 The Intelligence Community 
fs confident that Iranian actors have--througt1 social engineerlng and other efforts--­
sought access to individuals with direct access to the presidential campaigns of 
both political parties. Such activity, irtcludlng thefts and disclosures of' information. 
are intended to influence the US election process. !ran anct Russia have used these 
tactics not only in the United States during tt1fs and prior federal election cycles, but 
also in other countdes around the world. 
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\J.S. De;,~r,,n,mt of Hocn1J)a:i{l Security 

BORDER AND IMMIGRATION SECURITY 

Overview; Witliin fi'!is section, we examine the ttireats posed .by TCOs, terrorists, and other 

threat actors seeking to exploit our borders anct mrgratton system. The complex irregular 
migration trends compiicate our .ability to identify and thwart these threats. 

n1e challenging border anct irnmigration security trends we rmve face(i over the last severai 
years are likely to continue. Encounters with migrants have declined from monthly reoord highs 
in Deceml)er 2023, wttt1 US-Mexico border encounters in July reacl71ng the lowest monthly 

encounters ln over thl'ee years. Still, the factors that have driven the surge in rnigratron 
numbers, including persistently poor economic, social, and political conditions in migrants' 
home countries and the relative strength of the US economy, remain in piace. As part of tl1is 
flow of migrants, we are a!so encountering lndivifJuals in the Terrorist Screening Data Set, known 
as the ''terrorist watchiist.·· Individuals on tt1is list are associated with information 1ndicating 
they may be directly engaged 1n or supporting terrorist activitfes as wen as known assocrates of 
watchlistecj individuals. Inclusion on the list triggers increased scrutiny wt,f-m such an individual 
is encountereci during the immigration process. TCOs similarly exploit this complex environment 
to smuggle deadly drugs across our borders, often tllrough ports of entry, and to extort anct 
mislead migrants seeking to enter the United States. we expect TCOs will continue to evolve 
their tactics, use new technologies, and work to corrupt and undermine our partner nations' 
security forces and rule of law. 
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Migration and Watchlist En.counter Trends 

While FY 2024 year-to-dote overall migrant encounters at the US-Mex,co border remain 
high compared to pre-pandemic historical trends, monthly encounters have declined since 
December 2023 and, as of Ju1y, were the towest ln over three years.rn T!1is trend ts prob-ably 
explained, rn part, by increased Mexican enforcement efforts and mrgrant reactions to Shifts 10 
US asyluni policy. As in FY 2023, migrants continue to come from a broader set of countrles than 
in years past, often ieveraging other countries' tax visa poHcies to enter tt1e Western Hemisphere 
en mute to the United States. Migration often results from a complex mix of factors, inclutitng 
persistently poor economic, social, and political conditions in migrants' home countries and the 
relative strength of the US economy. Factors that could impact and cause fluctuations in migrant 
encounters over the next year mclucte real or perceived changes in US or regional lmmigration 
policy, as well as unforeseen events that change conditions tn home, host, and transit oountries. 

• Encounters at the US-Mexico bor<1er peaked in December 2023--probahly due, in part. to a 
brief pause In Mexican enforcement rneasures .. ·-··before declining througt10ut. 2024 after Mexrco 
restore(J and heightened triese enforcement measures. Following US po!!cy changes in June 
2024, wt1ich restricted asylum eiigibility and increased the consequences for crossing the 
border with.out authorization, put)liC posts onnne suggeste(1 that prospective migrants PE~rceived 
an increased risk of repatriatJon, which probati!y drove furtt1er ciecreases in migrant encounters 
anci spurred morn migrants to seek !awfut pathways to enter the United States. Encounters 
with migrants from Eastern Hemispr1ere countries----such as miina. India, Russia, and western 
AMcan countrieS····••in FY 2024 have <jecrease{j slightly from about 10 to 9 percent of overall 
encounters, but rernarn a higher proportion of encounters tt1an t)efore FY 2023. 

• Over the next year, we expect m,grant reactions to real or pemeived changes ln bot!'! US and 
regional immigration policies to influence some potential migrants' decisions to attempt irregular 
entry into tr1e United States. In July, some US-bounct migrants told news media tJiat they l1oped to 
reacr1 ttie US-Mexico border before the 2024 election, percelving that a criange in a(i1ninistraHon 
rnight result in border closures and the end of CBP One appointments. Misinformation--.. ·sornetirnes 
peddled t)y t1Uman srnugg1ers-al)Out cl1anges in immigration policy can prompt sudden influxes of 
rnigrants to the border with littl-e warning. 

• White the US-Mexico border remains tile primary destination for irregular migration, migrant 
encounters along the US-Canada border continue to increase, with aver 181,000 migrant 
encounters 1n FY 2024 tnrough August. compared to e1bout 1.70,000 encounters at the same 
tirne in FY 2023. US Coast Guard maritime migrant interdictfons have dropped significantly, witl1 
only 3,:132 migrants interdicted in FY 2024 through August compared to 12,128 in the same 
timeframe in FY 2023. 

Over the next year, we expect some inctividuars wltt1 terrorism ties and some cr1rnrnai actors wl!! 
conUnue their efforts to exploit migration flows and tile compfex border security environment to 
enter the United States. (For more information on terrorist threats, see pages 2-4,) 
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• 1ncHvidua1s with potential terrorism connections continue to attempt to enter the Homeland 
at both the US-Mexico and US-Canada borders and also through tl1e immigratlon system. 
Encounters with individuals in the Terrorist Screening Data Set at boH1 borders nave declined 
since January 2024, after increasing each year since FY 2021 as overall migratlon increased. 
The Terrodst Screening Data Set inciudes individuals directly engaged in or supporting terrorist 
activities as well as known associates of watchlisted indlviduats, such as family members. 
Through July of FY 2024, approximately 139 watchlisted inclividuais have been encountered 
at the US-Mexico border, most of wllorn attempted to illegally enter the United States between 
ports of entry: this number has decreased from 216 during the same timeframe in FY 2023. 
Through July of FY 2024, CSP encountered 283 watchlisted individuals at the US-Canada 
border, down from 375 encountered during the same timeframe in FY 2023. Ir contrast to the 
US~Me.xico border, many watchllst encounters along the US-Canada border occur at ports of 
entry, and tho vast majority of these individuals have legal .status in Canada. These numbers 
reflect CBP's Terrorist Screening Data Set encounters with all nationalities. inciuding US 
persons, at and between ports of entry at the US··Canada and US-Mexico borders. 

CBP Migrant Encounters at US-Mexico Border FY 2019-August FY 2024 
following record migrant encounters in December 2023. encounters decreased in the months after Mexico 
increased migration enforcement ~fforts. Encounter$ decreased further in the summer, fol!owing migrant 
reactions tCJ new US restfic'!.ior.s on asylurn for noncitizens who unlawfully cross the border. These encounters 
include CBP One appointments. 
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l'ransnationa.1 Criminal Organizations 

Mexico-based TCOs wrn continue to exploit the complex seourity environment at the US borde-r 
to smuggle drugs and migrants to and across our border. As in past years, these groups 
use violence, coercion, and bribery in Mexico ta protect and expand their revenue stt:earns 
and access US border c(ossings; they also continually develop new tactlcs and use new 
technologies in tt1eir efforts to evacle border security efforts. (For more tnforrnation on the 
impact of illicit drugs on the Homeland, see pages 6-7.) 

• MexicO••base➔<l TCOs, to inc!ucje cartels an<l human srnuggfing organizations, will almost certainly 
continue to smuggle irregular migrants across tt1e US,·Mexico t}()rder. TCOs based in Mexico 
use t1uman smuggling and migrant extortion to supplement tt1etr othN major revenue streams, 
suoh as drug srnuggHng and kidnapping. 1ndepern1ent humai:1 srnuggiers in Mexico and in Latin 
Arnerica are al.so spreading misinformation online to prey on migrants' tiardst1ips anc1 provide 
travel guidance promising entry into tt1e United States, 

• Mexico-t>ased TCOs will also continue to attack, kiclnap. and murder rivals and Mexican sectirity 
officials-as they did durlng Mexico's 2024 presiclentia! election C')lcle-to consoliciate cont.fol 
over luc;ratlve smuggling routes to anci aiong the VS·Mexico border. In addition to violence, 
we also exp-ect cartels to exploit a variety of surveiliance tactics to protect U1eir srnuggHng 
operatlons, lnclucjing incorporatrng a(tvanc:ed technoiogical toots. For example, cartels use 
drones to surveil us law enforcement along the soutrlwest oonjer ancj to inform their decisions 
on smuggling operations. 

• TCOs. besides those based rn Mexico, are also exploiting Ule us border for drug srnuggllng. 
For example. since at least 2016, Honduran nattonais have expanded thefr narcotics trafficking 
operations ln the western United States, using their relationships with Mexico-based TCOs to 
source drugs. Between January 2022 and October 2023. Honduran drug trafficking ceiis began 
distributing Sinc;1ioa Cartel-sourced fentanyl piils and powder across the region. Prior to 2022, 
these traffickers primarily distributed heroin, cocaine, and methamphetamine. 

• While TCOs based !n Mexico move iarge amounts of drugs over the US-Mexico border-mainly 
through land ports of entry-we also expect cocaine trafficking to the Homeland via the 
maritime domain-particularly through South and Central America and tile Caribbean-to remain 
hfgti in 2025, Mexico-based TCOs very iikely will continue to use their partnershfps with TCOs in­
Ecuador and Colombia to direct cocaine shipments toward tl1e United States via this domain, 
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Human Trafficking 

Human trafficking ...... specifical!y sex trafficking and for.ced !abor••···imposes physical, 
psyellological, arnj financial t1arrn to trafficking victims and impacts !)order security, 
public safety ancl riealth, and the US econorny.zo,2.1 Human traffickers continue 
to exploit victims <Jomestically ancj internationally, including cr11ld victims of 
exploitation. There have been reported cases of tiurnan trafficking in all us st.ates, 
territories, ancj jurisdictions. (For more information on the Impacts of forced labor 
on the US economy, see page 30.) 

.. Transnational sex trafficking organizations within Hie United States continue to use 
various bustnesses, suc~1 as illictt massage businesses, bars and nightclubs, and 
private b(othels. as well as on line venues, such as commercial sex websites, to 
conduct ilfegal activities that earn them approximately $2.5 billion annually. There are 
t1urnan trafficking networks from. Central and South America, Eastern Europe, and 
Asia involved in trafficking operations across several US jurisdictions. 

• Social media platforms almost certainly will continue to serve as a "digital 
t1unting field" for traffickers to "groonf' and recruit potentiai victims and reach 
customers. Traffickers also capture victirns' oniine identities to monitor their 
online activities. 

• Forced labor through domestic servitude at private residences or businesses is 
a rapi<jly evolving tt1reat. in the Homeland that victimizes vufnerat}le populations 
whiie often posing minimal risk to traffickers. Fore,gn domestic workers are 
particularly vulnerable to atluse clue to their irnmigrat.ion status, language and 
cultural tiarriers, and lack of community ties. 
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\J.S. Oe;,ar,,mmt of Hocn1J)1>11<l Security 

CRITICAL INFRASTRu·cTURE SECURITY 

Overview: Within th.is section, we examine ptiysical and cyber threats from domestic ana foreign 
actors-including terrorists, adversarial nation-states, and nonstate actors-to the resources, 
assets, and structures of our critical infrastructure sectors. Criticar infrastructure provides the 
goods and services n1at are the backbone of our national and economic security and t:he we/I-being 
of all Atnerfcans. Lifeline sectors--such as tt1e telecommunications, energy. transportation, and 
water and wastewater sectors--<:1re vital to national essentiai and critical functions. 

Over the next year, ctornestlc and foreign adversaries atrnost certainly will continue to threaten 
tile integrity of US critical infrastructure, in part. because they perceive targeting U1e-se sectors 
woutct have cascading impacts on US industries anc1 our stan<.lard of iiving. We are particularly 
concerned about the credible threat from nation-state cyber actors to US critical infrastructure. 
The PRC coi1tinues its efforts to pre-position on us networks for potential cyber attacks in the 
event. of' a conflict with tt-ie United States. Further, a range of adversarial foreign cyber actors 
are twning Hieir techniques to disrupt US services or to conduct espionage focused on gaining 
access to US networks and stealing sensftive information. Separately, DVEs anci FTOs are 
calling for physical attacks on critical infrastructure in furtherance of tl1eir ldeologica! goais 
and, at times, in response to international conmcts. 
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Disruptive and Destructive Cyber Attacks l'argeting 
Critical Infrastructure 

We are facing an evofv1ng landscape of threats from fligt1ly sophistlcated nation-state cyber 
actors;· ideologically motivated criminal hacktivists who !1ave, up to now, conducted only 
11Ulsance-1eve1 attacks;?.3 and finandally motivated cyber criminals who opportunistrcauy and 
relentlessly pursue profits. We expect actvnrsariai state-cyber actors wtn continue to seel, 
access to, or to pre-position themselves on, US critical infrastructure nehvorks. In particular, 
PRC state-sponsored actors could exploit such access or pre-positioning for cyber attacks in 
the event of an imminent con'fllct or periods of heigotened tensions and potentlally disrupt 
cfitlcat functions that support our economy, critical services. and way of life-possibly including 
continuity of government. Cyber actors workfng for or sympathetic to our adversaries, and who 
are opposed to US support to our international partners, have launct1ed sporadic attacks on 
US critical infrastructure. Specifically, ongoing conflicts ,n Ukraine and Gaza ttave glven rise to 
a range of ideologically motivated crlrninal hacktivists and adversarial state.affiliated actors 
conducting cyber attacks against us critrca! infrastructure. 

• PRC state-sponsored cyber actors have pre"positioned cyber exploitation and attack capabilities 
for disruptive or destructive cyber attacl<s against US critlcal infrastructure in the event of a 
major crlsls or conflict with the United States. One PRC state-sponso!'ed cyber campaign, publicly 
known as Vo!t Typhoon, gained access to the tT environments of multiple-critical infrastructure 
organizations over U1e last several years and continues to target US crltical infrastrnctu(e, 
These compromises hove been primarily lifeline sectors. including the communications, energy, 
transportation. and wator and wastewater sectors, in the Homeland and US territories. The 
Cybersecurrty and Infrastructure Security Agency and other government agencies assess that 
Volt Typhoon actors are pre-positioning tllemselves on iT networks to enable lateral movement 
to operational technology (OT) assets to disrupt functions, 22 Volt Typhoon's use of victims' 
legitimate built-in network administration tools al!ows it to evade detection by blending in with 
norrnal network traffic-~lrnown as Hving off the rand"-which hampers detection and attribution 
of their activfties, 

• iranian government and other cyber actors sympathetic to Tehran's interests will continue to 
target US critlca! infrastructure, among other targets, in retaHatlon for US support to Israel 
during the Gaza conflict. Iran will use a range of opportunistic tactics, inc!udlng explolting 
publicly knmvn software and l1ardware vulnerabilities, social engineering techniques. and 
publlcly available cyoersecurity tools, After HAMAS's October 2023 attack on Israel, dozens 
of pro-Iran criminal l1acktivist groups conducted primarHy low-level cybor attacks-such 
as distributed denial-of-service attacKs-against Israeli, Palestinian, and US networks and 
websites. Later that November, iranian iRGC-affHlated cybe.r actors-ostensibly posing as a 
criminal hacktlvist group-used default credentials to successfully compromise and deface 
israeli-rnan-ufacturcd OT devices used by US critical infrastructure sector entities. 

• Russian state-sponsored cyber actors continue to se,el< ways to improve their sopl'1isticated 
ability to stea!U1l!y execute cyber operat1ons anct identify new vulnerabilities they could 
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leverage against a variety of critical infrastructure targets. In late 2023, these actors gaineci 
access to a large lT flrm's internal e-mails, including those of its cybersecudty teams, wl1ich 
could provide them with unique insights for future campaigns and make it more <iifficult for 
victims to cJetect thei< activity. 

• We expect criminal hacktivists syrnpatrietic to Russia wiil continue to carry out disruptive cyber 
attacks against poorly protected Western critical infrastructure to weaken US resolve in supporting 
Ukraine. After Russia's 2022 invasion of Ukraine, crimlna! flachtivists pledged support for the Russian 
government and targeted the Unfted States and 0U1er countries for providing material support to 
Ukraine. !n January 2024, pro-Russia criminal hacktivists disrupted multiple US municipality water 
distribution systems, demonstrating criminal hacktivist intent and capability to disrupt US critical 
infrastructw·e entitles. 

Financlalfy motivated cyber crirnrnals anct state-affiliated actors will continue to employ ransornware 
an(j other scr1emes U1at will disrupt targetecj US critical infrastructure entitles anc.i impose significant 
financial costs on their victfrns. Financially motivate(1 cyber criminals, siml!ar to otr1er malicfous <;yber 
U1reat actors, consistently evolve and adapt to take advantage of software vulnerabilities. poor network 
security conflgurauons, and social engineering tactics to gain systems accHss. Ransornware actors 
HKely wm continue to opportonrsticaHy target victims they believe will provide tt1e largest payouts. 

• Ransomware actors in 2023-the most recent annual data available-attacked entities in 
most US criticai infrastructure sectors in their efforts to financially extort victims; we expect 
thE1 healthcare and public health (HPH), critical manufacturing, IT, financial servlces, and 
governrnent services and facmues. sectors to remain the most affected targets. 

• Ttie HPH sector, tor exc1rnp!e, experienced an '.18 percent increase in reported ransomwme attacks 
in calendar year 2023. !n FY 2024, ransomware attacks against thls sector caused weal- and 
national-level disruptions to patient care and services. In iate calendaf year 2023, a ransomware 
attack on tl1e 1T network of a large national hospita! provider caused disruptions to subsidiary 
healthcare prov.cters in multiple states. A 2024 rnnsornware altack against the United States' 
largest payrnent exchange platform for prescription drugs led to nationwide disruptions to pharmacy 
and hospital services for at least two weeks and cost over $20 million in ransom payments . 

.. North Korean cyt>er actors almost certainly will continue to target us financial entities, 
including lnclividuals, venture capital firms, exchanges, and especiaHy cryptocurrency--retate<i 
users and entitles, to finance Pyongyang's strategic priorities ancj weapons programs and to 
reduce the impact of international sanctions. These actors have stolen riundre{JS of miHlons 
of dollars in cryptocurrency over the last several years, 
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Disruptive and Destructive Physical Attacks Targeting 
Critical Infrastructure 

DVEs and criminal actors w1th a range of motivations-some unclear-likely will continue to call 
for and carry out physical attacks against US critical infrastructure. Violent extremists view such 
attacks as advancing tneir ideological and sociopolitical goals, a trend that ls consistent with t1istoric 
drivers. DVE.s and FTOs, as we!! as ottier criminal actors, increasingly called for physical attacks on 
mfrastwcture in response to flash point events over the last year, including the ongoing lsr~el-HAMAS 
conflict and upcoming us election cycle. (For more information on threats to the 2024 us election 
cycle, see pages 10-11.) Attacks and plots commonly involved lone o'f'fenders or small groups and 
used simple t9ctics that required minimal technical knowtedge or preoperational pianning. 

• HAMAS's 7 October terrorist attack against Israel and the subsequent Israeli government 
operations in Gaza are driving an increase rn med ta calls from FTOs like ISIS and al-Qa'ida for­
lone offender attacks against critical infrastructure, including US government builcllngs and 
US-based foreign embassies. 111 particular, al-Qa-ida and its affiliates have renewed calls for 
attacks against diplomatlc faclHties and the transportation sector. partlcutarly civil aviation. We 
are concerned about the possibility that FTO-inspirect or enabled insiders with access to critical 
infrastructure may seek ways to exploit potential vutnerab1Hties and increase their knowledge 
of security procedures for attack plotting. AddiUonally, FTO-inspired attacks and plots abroad 
since the onset of the Israel-HAM AS conflict present examples of tactics :and targets that could 
be emulated or improved upon by US-based fone offenders. (For more information on foreign 
terrorist threats to the Homeland, see pages 3-4.) 

• Some vlotent actors continue to attack eiectrlc grid substations and transformets with firearms, 
inciuding a series of unattributed snootings against transformers and electricity infrastructure 
near Lansing, Michigan, from August 2023 tl1rough Ju!y 2024. However, the impacts on the 
energy sector's abitity to provide services have been predominantly localized and snort-term. Over 
the last year, violent actors with a range of motivations and some DVEs, particularly racially or 
ethn1calty motivated violent extremists drtven by a be!lef 111 tile superiority of tl,e w11ite race and 
acceleration ism, have encouraged sabotage or attacks against the energy, communications, and 
HPH sectors, as weH as other critical infrastructure sectorsY' ' 4 Separately, we continue to be 
concerned about adversary threats to the aviation and atr cargo systems, including the potential 
use of the aviation domain to carry out terrorist plots and the potential use of tne air cargo suppty 
chain to ship concealed dangerous and potentially deadly items. 

"' We continue to oiJserve concerning VAS activity over sensitive critical infrastructure sites, wh1ch 
could interfere with regular facility operations, disrupt emergency response or authorized fiigl1t 
operations, and provide intelligence to malign actors. Many unauthorized UAS belong to unknown 
operators, chatlenging our ablllty to characterize whether the intent is benign of malicious. We 
currently !1ave no information suggesting violent extremists are using drones in attack planning, 
but in some instances, DVEs and FTOs have considered using UAS to conc1uct intelligence 
collection, to drop explosives and 0U1er items on US critical infrastructure for disruption 
purposes, and to endanger takeoffs and landings at airports via the mere presence of UAS. 
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Intelligence Collection Against Critical Infrastructure 
Networks 

In addition to our adversaries targeting US critical infrastructure for destructive and disniptive 
attacks, adversaries also target the entities that make up crltical infrastructure sectors for 
foreign intelligence collection. Adversarial nation-states continue to use cyber tactics to access 
and steal sensitive information from US networks, including those of entities that are part of 
critlca! infrastructure, for broader espionage purposes to advance tr1eir military, diplomatic, 
and econornic goals. 

• PRC state-sponsored cyber activity continues to represent the fargest and most dynamic 
espionage threat to tt1e United States. The PRC's pre-positioning efforts on US crttica1 
infrastructure probably also provide its cyber actors with broad access and insight into 
sensitive and proprietary data across an array of US critical infrastructure networks. PRC cyber 
actors. including a group associated with U1e Ministi"y of State Security, also exploit known 
vulnerabilities and publicly available tools, whicn complicates detection and attribution of their 
espionage activities. 

• Russian government-.aff1!1ated cyber actors wil! continue to seek access to US federal, 
state, and local government and private sector networl<s for espionage purposes. These 
cyber actors persistently prioritize cornprnmisrng us entitif1S in the software supply chain to 
improve their capat)i!ities and decrease victims' ability to protect against and detect such 
activity. Moreover, compromrscs of US firms with1n key etements of US software supply 
chains can be used as. springboards for access to other US entities, which store data that 
Russia can use to advance its cyber espionage goals, For example, in late 2023, RussiaJ1 
Foreign lntelllgence Service actors compromised a software devetopmont platform that 
would have enabled them to affect software supply chain operations. 

• North Korna tws vlrtuaHy deployed thousands of highly skilled IT workers to worit around the 
world. earning revenue to alleviate the impact of financial sanctions and to fund regime priorities. 
These IT worhers deliberately obfuscate their identities, locations, and nationalities, typically 
using 'fake personas, proxy accounts, stolen identities, and falsified or forged documentation to 
apply for jobs at US and foreign companies. North Korea·s rnalicious cyber program could use 
these workers' activities to gain privileged access to US systems and proprietary informaUon, 
and th€reby bolster North Korea's economic, diplomatic, and military modernrzation efforts. 
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Powerful Al tectrnologies are driving economic and technological advancements in the 
United States, but these technologies-especially generative Al-are also lmving the 
unintended consequence of adding layers of complexity to the threats we face. In 2025, 
we expect malicious cyber actors will continue to use advancements in generative Al to 
incrementally enhance their ability to develop malware, vulnerability scanning, and exploit 
tools and to improve their social engineering tactics and operauons. Adversarial states 
wiH continue to use Al iii their malign inf1uence campaigns as U1e tectinology lowers 
technical thresholds and improves adversaries' abilities to effectively personalize and scale 
more crecHble messages for target audiences. (For more information on foreign malign 
influence activities, see pages 8-11,) We expect FTOs, tf1eir supporters, and DVEs will 
continue to experiment with generative Al with the aims of improving their rnedia content 
and output and radicalizing more people to violence. 

• Generative Al is t1e!ping threat actors generate, manipulate, and disseminate synt.t1etic 
rne<jia, sucr1 as deepfakes, making it a particularly useful tool for rnaiign influence 
carnpaigns.2s; Al"generated and rnanipulated content•·• .. such as videos, au<iio, images, and 
text. all of wtlict1 can include disinforrnation•----have permeate<j tr1e internet, impacting 
US search engine algorithms and viOeo-streaming pla.tforrns. fn May 2024, an indiviclual 
used generative Ai to create synthetic voice messages of the US Presicfent., <1esigned to 
mislead voters before tt1e New Hampstiire primary. Al--generated disinformation content 
also degrac1es the information environment tJy drowning out factual content. In Juiy, U1e 
DOJ seized a Russian social media t)ot-farrn that used Af to bLJ.ild soc!al mecHa accounts 
that spread pro .. Russian positions and c1ivisive content in ttle hopes of influencing 
US audiences. In late 2023, ttle PRC used Al to generate ancl spread <jisfnforrnation in 
English and other languages, as well as fake irnages, to allege that tt1e devasting fires 
in Hai,vaH were caused tiy the United States testing a "weather weapon." We expect Hie 
PRC and Russia wit! continue to use generative Al to improve the scale and scope of their 
influence activities that target US audiences. ,l\ttritmtion WiH become more difficult as the 
language of the content improves anc.1 allows the content to tilend rnore easily into Uie 
social media environment.. 
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• FTOs arnj DVEs are exploring tt1e t,enefits of a<1vance<j Al technologies to support 
their operations, messaging, and recruitment. We expect a range of violent extremists 
will increas_ingly at.tempt to use Al to augment attack plans, fill gaps in tectinical 
expertise, an<j expanc1 tt1e reach of their vlolent extremist messaging on line. Violent 
extrernists could also leverage Al to generate content intended to sow social 
discord. wtiich could encourage real-world violence. Over Hie last year, FTOs, FTO 
supporters, HVEs, and online users in forums associated with DVEs t1ave usecj or 
explored Al creation and language translation capabilities to develop ancj refine 
weapon--making techniques, acquire targeting guidance, generate violent media 
content, and translate Violent messaging. 

• Generative Al is also streamlining exploit development, vulnerability scanning, and 
social engineering campaigns, probably increasing the cyber threat to US networks. 
il1e recent surge of publicly available generative Al technologies has given malign 
cyber actors easily accessible tools that enhance the speed and scale of malic:ious 
cyber tactics, cutting the time ancl resources needed to generate phishing e-mails 
and conduct vulnerability scanning. Cyber criminals have also developed generative 
A! services to support and scale their financially motivated, malicious cyber activity. 
Generative Af's increasing abilfty to produce htgh-quality, compe!!ing written content 
and improved voice capabilities will likely enhance malicious actors· abHity to deceive 
victims through phistiing e-mails and vishing schemes. potentially enabling an 
increase in fraud and network cornpromises.26 As Al enables an increase in the scope 
of an already rising volume of cyber attacks, further automation of organizational 
cybersecurity efforts may help to more effectively counter persistent attact,s and 
reduce the strain on human network defenders, 

• ilireat actors have also demonstrated tt1eir ability to get around mies that are meant to 
keep generative .A.I cnatbots from returning dangerous information, such as Mmb-making 
instrnctions, or sensitive ctata, This may ,iave implications for US entities charged with 
securing personally identifiable inf-orrnation, especially sectors like healthcare and 
financial services. Threat actors have atso manipulated open-source data used to train 
Al chatbots and Al models, which could lead to biased or erroneous outputs, highlighting 
the potential hazard of integrating Af into critical systems and operations. 
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THREATS TO ECONOMIC SECURITY 

Overview: ln tflis section. we ex.amine state threat actors who view our economy and 
commercial activitfes as vulnerable to manipulation 1 disruption, and exploitation, and w/10 

view our technoJogy and intellectual property as critical resources for g'roi,ving t!1etr own 
economic, mUitary. amt polf tfcal power. 

Muftifacetec1 and diverse economic threats from state actors, prirnarily the PRC, harm US producers 
and consurners and degrade the cornpeU.iVeness am1 future r1ealt.h of US companies ancl industries. 
Our adversaries will continue manipulating markets, employing economic espionage and coercive 
economic tools, and seeking to illicitly acquire our technologies and intellectual property to 
develop advantages at t!1e expense of the United States. The PRC likely 'Nil! remain our greatest 
eGonomic security threat because of +ts aggressive use of anticompetitive, coercive policies 
and theft of US intellectua1 property, technoiogy, and trade secrets. Furthermore, we expect 
our supply chains will remain vulnerable to foreign manipulation, conflict, economic shocks 
abroad, climate-related events, and pu/)Jic health crises that affect economic productivity and 

consumer ciemand. 
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Economic Manipulation and Coercion 

Foreign -actors harm US economic competitiveness throt1gh supply chain manipulation, uncompetitive 
practices, and forced labor. In this space, the PRC wiit probably continue to pose the biggest threat 
The PRC co-opts Cl1inese businesses through incentives and broad regulatory authorities to create 
unfair market competition that undermines US competitiveness and provides the PRC government 
with more access to g1obal resources . 

.. The PRC's Influence over critlcal mineral supply chains endangers US economic security and 
tt1e research and development of em~~rging technology. Ttie PRC will work to maintain its 
dominance tiy increasing investment in overseas mining operations and using export controls to 
manipulate markets for valuable minerals. Beijing's 2023 export controi restrictions ori gai!iurn. 
germanium, graphite, and most recently antirnony----rninerals essential for renewable energy and 
advanced teehnology proc1ucts, inciuding sern1conduetors--demonstrate U1e PRC's willingness 
to manipulate critical supply chains to a<1vance its econornic anc1 strategic interests. The PRC 
likely will continue to pursue glot)ai partnerships that enable the extractfon an<1 pro<jUction of 
critical minerals and retiuce opportunities for US firms abroad . 

.. The PRC's Counter Espionage Law upclate likely wiU continue to r1inder us tlusiness .operations tn 
Ct1ina, undermining opportunities for con1peUtive US firms looking to enter the market In Fet)ruary 
2024, China amended the !aw to recluce non-Chinese citizens' access to business and government 
information and reiterate<i warnings to Cl1inese citizens trmt foreign consuitancies, inc!ucjing 
due diHgence firms ttH¼t support US businesses, threaten PRC national security. Beijing may also 
use tt1is law to force US firms operating in China to disclose proprietary business information. an 
otiligation that could compromise US firms' competitrveness and US persons' private information 
held by tJH:iSH firms. 

• Our nearshoring efforts, cl1anges to global st1ipping routes. PRC market concentration in t~ey supply 
chain nodes such as ship-to-shore cranes, and new internaUonal port infrastructure provide the PRC 
and potentially other foreign actors pathways to interfere wfth US supply chains and evacte tariffs.27 

For example, tile PRC is investing heavily in port infrastructure in Chancay, Peru under terms tl1at 
-favor PRC shipping companies. potentir➔lly giving Beijing greater influence over regional sr1ipping 
operations. Meanwhile, some PRC firrns have established production lines in Central and South 
American countries that have more favorable trade agreements with the United States to 
bypass tariffs ancf access US markets. 

• The use of forced labor in manufacturing abroad t1arms tne US economy, legitimate global 
trade, competition, and supply chains. For exarnple, foreign actors' use of forced labor in-
the flshing industry artificiatly lowers tt1e costs of fishing operatfons, distorts markets, and 
harms suppJy chains. undercutting US businesses that adhere to ethlca! labor ornctices. 
Similarly, the textile industry, like other industries, suffers when competitors use forced 
!abor, violate customs laws, and engage in other illegal practices to undercut US businesses 
and ctrive-prices unfairly low. Moreover, Beijing's ongoing efforts to obfuscate its use of 
Muslim Uyghurs tor forced labor ralses the likeiihood that US businesses and persons may 
unhnowlngty v,iolate us law by imr,orting goods rnanuf actured with forced .tabor. 
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Economic .Espionage and Influence 

The PRC and other foceign acJversaries also will continue their aggressive efforts to target :and 
steal sensitive US information, research, and technology. resulting in billions of dollars 1n economic 
losses, damage to US competitiveness, and the transfer of cutting-edge technology to adversarial 
miUtaries. Since 2023, us authorities have charged more U-1an 20 individuals for activittes related 
to intellectual property theft and for violations of US sanctions or export controls fo, China. Iran, 
and Russia. PRC officials' engagements with US state, local, and private sector offioiais-also 
Known as subnational engagements-probably also enable PRC economic espionage activities .and 
ent1ance Beijing's ability to influence ioca1 policy to favor PRC priorities over US national interests. 

• Ct1ina·s illicit procuremE-mt efforts have prirnarily focusecl on steaiing sensitive US technology ancj 
inteliectuai property from US manufacturers and research institutions, lrar., North Korea, and 
Russia, by contrast, primarily purchase finished aerospace, electronic, and military technolo_gy 
products illegaHy tt1rough ttllrd-country lntermediaties. For example, a reoent Ukrainian study 
identifled more than 700 US···labefed semiconductors In weaponry seized from tt1e Russian miiltary 
on Ukrainian battlefielcis despite US sanctions banning most trade with Russia since 2022. 

• Some foreign nationals take advantage of research opportunities In the United .States to gr:.11n 
access to sensitive irniustries-such as military equipment. antJ tectinology development, 
aerospace, and semiconductors-"-and exploit ttlat access t.o benefit foreign governments. Several 
of the individuals arreste(l for such activlties over the past year wel'e funde(j by t.tie PRC's People's 
Lit)eration Anny talent funding programs. We expect Hie PRC will continue to compel its LJS .. IJasecj 
students anc1 researchers to transfer valuable tectmolngy and intellectual property to the PRC to 
help its cornmereial anct rrnlitary programs. 

• We remain concerned that tl1e PRC and other forelgn adversaries will seek to use subnational 
engagements, such as sister-city relationsr1ips and diplomatic activities, as weli as academic 
exchanges and programs and business partnerships to influence policy and gain access 
to sensitive US information, research, and technology as we!I as regional resources. The 
PRC and PRC-linked businesses also prnbably hope to use subnational engagements to help 
improve economic relations with the United States and may try to exploit these engagements to 
cultivate and recruit lnslders and solicit or elicit sensitive information. The PRC aims to increase 
subnational engagements, as demonstrated by recent Chl:'1ese detegation visfts and summits, 
suggesting that ttle scope and scaie of PRC rnfluence, recruitment, and eiicitation efforts 
may increase as these engagements grow. The PRC may also use these engagements as 
a means to facilitate foreign investment activities that provide them access to US critical 
infrastructure and sensitive technology. 

The PRC pursues inctustrJaJ espionage and investments in US firms to gain access to 
sensitive lnformation on, and control over, entities ir US critical infrastructure, including in tt1e 
telecomrnunlcations, transportation, energy, and food and agriculture sectors. The PRC uses a 
variety of methods to obfuscate its malign intent and acUvities. The same sensltive technology 
and business infonnaUon that inforrns Tr.sights into critical infrastructure operations can also 
confer unfair economic advantages onto PRC firms. For example, tt1e PRC's longstanding effort to 
steal US seed and other agricultural technofogy, and its continued struggle wit11 food insecurity 
and environmental ctegractat1on, raise our concern tnat Beijing could increase its targeting of this 
critical infrastructure sector. 
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Climate Change, Natural Disasters Compound National 
Security Threats 

The impacts of climate change ancJ natural disasters will continue to pose acute and systemic 
challenges to the United States. often converging with and exacerbating rnore traditlona! 
national security tnreats, including those to critical infrastructure, the economy, and the 
border. Heat waves, wildfires, droughts, heavy precipitation, and other extreme weather 
events increase risks to our transportation infrastructure, marftirne shipping operations, 
and global supply chains, and tlley have the potential to impact the availability of goods 
and services, generating cascading economic effects. In addition, natural disasters or 
extreme weatr,er events abroad that disrupt locai economies or resurt in food insecurity 
have the potential to exacerbate migration flows to the Un1ted States and to tax US law 
enforcement resources, particularly along our southern border. 
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Definiti.ons and Contextual Notes 

1 For tt1e purposes of th\s paper, the :Election Cycle covers the tlmeframe from tl1e 'first presidential 
prirna1y elections to !nauguration Day in .January 2025. 

~ 1\ Foreign Terrorist Organization (fTO) is any foreign organization that is designated by U,e Secretary 
of State in aGCordance with the criteria secUon 219 of the !mmigratlon and Nationality Act {l!'JA), which 
are 1) lt rnust be a fmelgn organizat1on: 2) TM organization must engage in terrorist. activity or ff>tain 
the capabiiity and intent to engage in terrorist activity or terrortsm; ond 3) The organization's terrorlst 
activity or terrorism must threaten the security of US nationals or the nation a: s~curity (national 
{'Jefe(lse, foreign re[ations, or economic interest) of tM United States. 

1 .A. Domestic Violent Extremist (DVE) is an individual based and operating primarily within the United 
States or its territories without direction or inspiration from a foreign terrorist group or other foreign 
power w~.o seeks to further political or social goals wholly or in part trirough unlm.,·tu1 acts of force or 
Violence. The nH:~re advocacy of political or soc:af positions, polltical actiVisrn, use of strong rhetonc, 
or generaHzecl philosopt,lc embrace of violent tactics alone does Mt constltute violent extremism 
and may be constltutionally protected. DVEs can fit within one or multiple categories of ideo!oglca! 
motivation and can sr.)an a brood range of groups or move merits. i&A utiliz.es ttiis term synonymously 
with Muomestic terrorist." 

A Homegrown Violent Extremist (HVE) is a person of any citlzensillp who has lived ·and/or operated 
primarily in U1e Ur.fted States or its territories who advor.ates, is engaged in, or is preparing to engage 
in icteo!ogical!y motivated terrorist actiyities {incH1ciing providing support to terrorism) ln furtl1erance of 
political or social objectives promotec! t)y a foreign t.errorisl organization but is acting independentiy of 
direction by a foreign terrorist organization. HVEs are distinct from traawona1 oomestic termrists who 
engage in uniawful acts of vioience to intimidate Civilian popuiations or attempt to influence clomestic 
po!lcy withovt direction or iriffuence from ~ foreign actor. 

•• A Lone Offender is an individual rnotivated by one or more violent extremist tdeotogies who, operating 
alone, supports or engages ln acts of unlawful violence in furtllerance of that ideology or ideologies that 
may involve intlvence from a larger terrorist organization or a foreign actor. 

6 For the purpose of this product, Conspiracy Theories are defined as a subset of narratives in whict1 the 
uitimate cause of an event is bel1eved to be due to -a malevolent p!ot by muftipte actors worl<.ing together 
or as an effort to ext)!atn some event or practice by re1erence to the rriac~tlnat.lons of powerful people. 
wM .attempt to conceal their roie {at least until their aims are accomplished), as per ttie f\Jational 
Counterterror1sm Innovation, TecMoiogy, and Ectucation Center, a OHS Center of Excelience. DHS does 
not. hold a position on the veracity of the claims associated with these theories. 

Tl:e attack and plot data related to dornestic violent extremists, homegrown violent extremists, and 
targeted violence are subject to change and are based on currently available lnformation. Notat)ly, the 
apparent atternpte(i assassinations of a former US President in July an{J September are not currently 
collnted in t11ese numbers due to tt1e ongoing investigations into the attackers· respective motives. 
More incidents rnay be categorized as attacks or plots as investigatrons progress -ancl new information 
becomes avaitable. 
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a Swatting is a tiarassrnent tactic in wt1ich emergency services are falsely contactet1 and dispatched 
without !egitirnate justification to an unw1tting person's looatfon. Ooxxing is the action or process of 
publishing private or sensitive fdenti'fying lnfofmatlon aboiJt a parUcular 1ndivlc1ual or group on the 
internet, typically wittl maJ1cious intent and without consent. 

' Radicalization is the process through which an individual changes fron1 a nonviolent beiief system to a 
beifef system that includes the willingness to actively advocate, facilitate, or ~rse untawtul violence as a 
method to effect societal or political change, 

' A Mass Casualty Attack is defined as any premeditated killing or lncapacitation of four or more people 
ln violation of the Mminal laws of the United St.ates or any State or subdivision within the United swtes 
under circumr,,tances suggesting that indiv1dual victims were attacked indiscriminateiy (i.e., not for any 
persot1al, financial, or other motivation particular to the individual victim). An attack need not tat,e place 
in the same tocatlon to quality as a rnass casuafty incidE:nt: an incident is ongoing so !ong as there is no 
~cooling off" period. 

1t ln terms of volume, fentanyl is generally seized in smaller quantities compared to other drugs. However, 
1 kilogram o'f fentanyl c~rn produco 1 mii1ion to 1.5 million pllls. Two mi!llgrarns of fEintanyt can l)e tethai. 
and DEA analysis has found 42 pen.:ent of pilts tested for fentanyi c,ontained at least 2 rniHigrams 
offontanyl. 

.i::. TraMnation,al Criminal Organization (TCO) refers to thost-; self-perpetuating associations O"f individuals 
w1·10 operate transnationaHy for the purpose of otnaining power. influence, monetary and/or commerdal 
gains, wMoiiy or in part by illegal rr1eans, while protecting their activities th1·ough a pattern of corruption 
and/or violence, or while protecting tht":iir illegal activlttf;S Ulrough a transnational organizational 
structure and the exploitation of transnational commerce or communication mechanisms, 

u Misinformation is faise, inaccurate, or misleacling informatfon t11at is spread regardless of U1e intent 
to deceive. An adversary·s intent can change rnlslnforrnation to disinformation. OislnfonnaUon is 
faise or mlsieading information tl1at is deliberately created or sprea<J with the intent to c.ieceive or 
mislead. Ma!informatlot1 is an adversary's deliberate use of ott1erwise verifiable information with 
malicious intent, such as by amplifying the information selectively, out ol" conte.xt1 or to the rletriment of 
specifiG persons. 

i.-1 Influence Operations are discrete activities by a state, nor.state actor. or proxy, sornetimes to achieve 
specific goals under a larger influence campaign objective. 

1=- Generative Af is a set of algorithms tt1cit uses avallabte data to cor.textua!lze a user's prompt an(i 
generate a new output, including video, aucllo, images .. and text. 

1
~ ltansnational Repression is the act of a government reaching across nat.lonat bordms, often Ulicitly, to 

silence dissent among its dfaspora and exile cornmunit1es, 

J.7 Synthetic Med ta ts text. audto. image, or video lhat is altered or modified from 1ts ortginal form often 
through the use of At algorithms. 

19 Phishing is the practice of masquerading as a reputable source vie> e-mail to attempt to steal sensitive 
1nformation, such as usemames and passwords, financiat information, c,r to convince a target to 
download malware. 
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rn Migrant Encounters "rncfude migrants encountered and apprenende(1 t)y CBP's Border Patrol under 
Title 8 authormes between ports of entry; migrants encountered by the CB P's Office of Field Operations 
at ports of entry and det.ermlned to be inadmissible to the Unlted States under T\tle 8 authorities, 
inciutHng CBP One appointments: and mig-rants encountere<.i and expelled between March 2.020 anc.i 
May 2023 Lmder Titie 42 authorities. 

:(I Human Trafficking involves exploiting indlvidtJals for the purposes of forced labor' or commercial sexual 
exploitation. It is common for those who are willingiy smuggled into the United States to then be-come 
victims of human trafficking. 

21 Forced Labor occurs wllen ir,dividuafs are compelle(.l against tl,eir wrH to provide worl{ or servic;e 
through me use of force, fraud, or coercion. US law prohit)its the importation of goods mlned, produced, 
or manufactured wholly or in part from forced labor. 

n Operational Technology refers to systems used to monitor and control ohysicaf devices and processes. 

11 RaciaHy or Ethnically Motivated Violent Extremists are groups of lridfv1duals wt10 facilitate or engage 
in the potentially unlawful use or tt1reat of force or violence with the intent to intimidate or coerce, in 
furtherance of political and/or social agendas, which are deemed to cJerlve trorn bias, often related lo 
race or ernr.iclty, held by the actor against Others, including a given population or group. This iricludes 
DVEs motivated by the'ir belief in the superiority of the wt1ite race, as well as DVEs motivated by i·ea1 or 
perceived racism and lnjustice in Americzrn society, the desire for a separate black homeland, and/or 
violent intemretations of religious teact)ings, 

2! Accelerationism 1s a concept suggesting Uie extsting social order should be pushed to such a. ciegree 
lhat West.em countries becomf~ failed states, giving rise to changes th.at woul(i reshape the worlct in 
radical ways. Some raciai!y or etrinically motivated violent extremists following a wf1Jt.e supremacist 
extremism version of acceleratfonism advocate for acts of social dlsruption up to and including violence 
ano tat,ing viorerrt action to prompt responses that wouid galn support from those advocating for the 
superiority of the white race. 

215 Oeepfa~es are pictures or videos of a person 1n whrch their face or body has been dlgitaliy altered so 
that they appear to be someone else, typicaHy used maliciously orto.spread false information. 

:'ti Vishing is similar to phishing, t,ut done through phone cails or voice messages. as opposed to e-mail. 

.. , Nearshor1ng is tt1e transferring of business processes«-•Hke manufacturing-to a nearby country. Fo, 
exarnpie, botl1 US and PRC companies are moving production trorn ttie PRC to Mexico, 
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